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CONTENTS By Professor Emeritus Robert Peterson and Professor Dorothy 
Glancy, Santa Clara University School of Law

Automobiles are already computers on wheels. A new car today may contain 100 
million lines of code. Virtually all vehicle manufacturers and a number of high tech 
companies are working to move vehicle automation to the next levels — automated, 
self-driving and completely driverless. Inevitably, the role of the traditional human 
driver will decrease and the role of technologies will increase. These changes will also 
shift the allocation of risk in new and challenging ways among vehicle users, vehicle 
manufacturers, suppliers, and insurers. Some current risks may disappear while newer 
ones appear.

Autonomous vehicles (one of the many terms commonly used to describe these 
vehicles) promise the potential of greatly reducing the number of deaths attributed 
to automobiles (currently about 40,000 per year in the U.S.) and injuries from vehicle 
crashes. Over 90 percent of today’s roadway deaths and injuries are due to human error. 

Autonomous vehicles may also increase convenience, enhance productivity, and even 
change our landscape. The large portion of city space devoted to parking, for example, 
may be converted to better uses. Commuters may be willing to travel longer distances, 
since travel time could be devoted to multitasking. 

Public attitudes towards autonomous vehicles will shape this future as regulators 
and legislatures respond to public concerns about risks and benefits from increased 
vehicle automation. Will the public accept giving up the steering wheel? What is the 
public view about who is responsible for vehicle crashes when they do occur? How will 
municipalities, which maintain infrastructure, be impacted? While some old risks (such 
as distracted driving) may fade, what are public attitudes towards new risks (such as 
software glitches)? Are risks of hacking or the risk of compromising private information 
of major concern to the public?

At this inflection point in the transformation of transportation technologies, 
information about public perceptions and attitudes is badly needed. Fortunately, AIG, 
one of the larger worldwide insurers with deep understanding of risk, has conducted 
surveys to explore these public attitudes. The Future of Mobility and Shifting Risk 
discusses the highly informative results of a survey of 1,000 driver-age people in the 
United States, as well as 400 Singaporeans and 400 residents of the United Kingdom.

Some of the results may be surprising. No fully autonomous vehicles are yet in the 
hands of the general public. Nevertheless, those surveyed expressed a wide range of 
attitudes and beliefs about the acceptability and safety of autonomous vehicles. Some 
of these views were not always congruent across the countries surveyed. Likewise, 
people surveyed entertained a wide range of views about who should be held legally 
responsible in the event of a car crash. Cybersecurity and privacy were also ranked 
high among respondents’ concerns about automated driver assistance systems and 
driverless cars.
While many talented technologists are working on developing and improving 
autonomous vehicles, and developers are investing billions of dollars to make them 
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a reality, it is likely that automated and autonomous vehicles still exist only in the 
margins of the general public’s imagination. Indeed, public experience may be limited 
to occasional news stories. It is human nature to find comfort in the familiar and to 
fear the unfamiliar. As autonomous vehicles emerge onto public roadways around 
the world so that more people can see them and ride in them, it is reasonable to 
anticipate that attitudes will change. How fast and in what ways these changes will 
occur remains to be seen.

The Future of Mobility and Shifting Risk and the data collected in the AIG surveys provide 
a storehouse of valuable information and a particularly useful starting place for 
moving into the future. The survey results counsel more education for the public and 
policy makers (some developers have already begun campaigns to do this), thoughtful 
evaluation of risk by people and enterprises up and down the supply chain, and 
imaginative approaches by insurers to enable these new transformations in personal 
mobility to come of age.
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INTRODUCTION

Road users deserve a voice in the 
conversation many in industry and 
academia are having about the future 
of mobility and how safe this new world 
will be. As the end users of driverless 
cars, and the people most directly 
affected by the risks associated with 
them, individual consumers must 
be part of the debate. They are the 
voters who decide whether to support 
autonomous vehicle testing grounds and 
regulatory pilot programs that allow for 
experimentation. They will sit on juries 
to decide how to allocate liability when 
accidents inevitably happen. And they 
will evaluate government and industry 
responses should a cyber breach occur. 

The constant in this change is that 
risk will not simply disappear. It will 
shift, largely from human to machine, 
blurring the lines between personal 
and commercial risks. What is not 
clear is where the exposure will lodge 
itself or how quickly it will move. Is it 
between auto manufacturers, software 
developers, and parts manufacturers? 
Perhaps the road construction 
companies and local governments 
responsible for infrastructure 
that “speaks to” vehicles? The 
communications providers, or a new 
enabling technology not yet invented? 
Answers to these questions will be 
debated for quite some time. Responses 

will vary by experience and may 
be informed by age and colored by 
geography and cultural disposition. No 
doubt perceptions will evolve over time. 
This paper begins to plot that journey. 
Included where relevant is an analysis 
of perceptions of 1,000 road users in the 
United States, 400 in Singapore, and 400 
in the United Kingdom.

The overall idea of risk shifting with the 
future of mobility, poll questions, and 
analysis were carefully vetted by experts 
at Santa Clara University School of Law, 
Professor Emeritus Robert Peterson 
and Professor Dorothy Glancy. We are 
grateful to their years of studying this 
topic, and for their feedback that has 
enriched this analysis. 

The constant in this 
change is that risk will 
not simply disappear. 
It will shift, largely from 
human to machine.

By:  
 Lex Baugh, CEO, AIG North America General Insurance 
Gaurav Garg, CEO, AIG Personal Insurance

The way we travel today is changing. We share rides. Cars 
park themselves. Driverless cars are being tested on public 
roads. When artificial intelligence and automation take more 
control over the operation of vehicles, they upend conventional 
wisdom about liability. As our mobility behavior changes, so 
too will the way we think about risk and exposure. 
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HISTORY OF AUTONOMY

Where it Began

Vehicles with minds of their own began 
as science fiction only a short time ago. 
The 1911 short film “The Automatic 
Motorist” warned of potential peril in 
trusting robot drivers.i In the 1953 short 
story “Sally,” the author and technology 
visionary Isaac Asimov imagined a 
future where autonomous vehicles — 
those equipped with what he called 
“positronic” brains — would be the only 
vehicles on the road. 

Five years later that vision started to 
become real. In 1958, autonomous 
features were first made available to 
consumers when Chrysler introduced 
“auto-pilot” — now called cruise control. 
Anti-lock brakes began appearing in 
automobiles in the 1960s. It wasn’t 
until 1985 that the Defense Advanced 
Research Project Agency (DARPA) and 
Martin Marietta (now Lockheed Martin) 
introduced the first truly self-driving 
vehicle. Named the Autonomous Land 
Vehicle, the tank-like vehicle used an 
early version of Light Detection and 
Ranging (LIDAR) to map its surroundings 
and drive itself. This first test required six 
racks of computers to process its driving 
algorithms, and the vehicle could only 
travel short distances at extremely low 
speeds.ii Commercialization remained in 
the distant future. 

In 1995, researchers in Germany and the 
United States raced to develop vehicles 
that steered themselves using images 
of the surrounding road. A human driver 
controlled the brakes and acceleration 
in the U.S. car, which steered itself on 
a trip from Pittsburgh to San Diego. 
Meanwhile, the Germans conducted 
a drive from Germany to Denmark 
with computers controlling steering, 
acceleration and brakes.iii 

Another decade after the U.S./German 
feats, DARPA challenged inventors 
to develop autonomous vehicles 
capable of traveling a 150-mile rural 
route from California to Nevada. The 
best-performing car, from Carnegie 
Mellon University, made it less than 8 
miles. But five vehicles completed the 
course the following year. In 2007, six 
vehicles completed a 60-mile urban 
course that required them to navigate 
more complicated roads shared with 
other vehicles.iv The Stanford University 
car won this Urban Challenge. The 
DARPA challenges spurred aggressive 
development and provided a proof of 
concept for autonomous vehicles that 
would launch another 10 years of rapid 
transformation, ensuring that the future 
is autonomous.

A Period of Rapid Change

In the 10 years since DARPA’s 
transformative challenges, autonomous 
technology has grown by leaps and 
bounds. Today, autonomous features 
— called automated driver assistance 
systems (ADAS) — are standard features 
in many new cars. Along with the well-
established cruise control, anti-lock 
brakes and electronic stability control, 
newer technology such as emergency 
braking and self-parking are among the 
most common autonomous features. 

While consumers have yet to personally 
experience fully driverless vehicles, 
testing and development are underway 
around the globe, with major car 
manufacturers, technology companies 
and academic institutions all investing 
in innovation. The underlying concept 
is now a reality. And the pace of 
development is occurring quickly, bringing 
along new and complicated questions 

about technological development, 
modernization of infrastructure, security, 
safety, and insurance.

The incremental introduction of various 
automated features, some of which 
require more driver input than others, is 
happening today. The constant toggle 
between who or what is in control of the 
vehicle complicates the understanding of 
who or what is liable. An understanding 
of the various degrees of automation is 
critical to understanding the evolving 
risk landscape.
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Level 1 (Driver Assistance): The human 
driver remains in active control, but one 
or more specific functions is automated. 
This could include features such as 
automated braking/acceleration, lane 
centering, etc. In Level 1 automation, risk 
begins to shift to the mobility innovators 
when an automated function does not 
work as intended. 

Level 4 (High Automation): The vehicle 
can operate itself in all situations within 
its operational design domain without 
requiring a human driver to intervene or 
take control, but retains optional human 
controls. At Level 4, virtually all risk rests 
with mobility innovators. 

Level 2 (Partial Automation): The 
human driver remains in control, but 
the vehicle is capable of combining 
autonomous features such as steering 
and acceleration/deceleration. As with 
Level 1, at Level 2 risks will continue  
to shift to the mobility innovators  
when automated functions do not  
work as intended.

Level 5 (Full Automation): The 
vehicle can operate itself without a 
human driver under all roadway and 
environmental conditions, and has no 
means for control by human occupants.

Level 3 (Conditional Automation): 
The driver is available and expected to 
take control of the vehicle under some 
conditions, but all critical functions are 
automated under other conditions. At 
Level 3 automation, more risks shift to 
the mobility innovators. New risks, such 
as responsibility for ensuring reasonable 
use by drivers, also begin to emerge for 
mobility innovators.

Level 0 (No Automation): The human 
driver is in complete control of the 
vehicle at all times.

6 Levels of Autonomy 

The industry generally recognizes six levels of autonomy, as outlined by SAE 
International, a global association of more than 128,000 engineers and related 
technical experts in the industry:v
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The rate of progress in ADAS and 
driverless car technology is nothing 
short of astounding. It’s estimated that 
by 2025, 40 percent of cars on the road 
globally will have ADAS systems, up 
from 10 percent in 2015.vi Others predict 
“fully automated chauffeuring, driverless 
operation on highways, platooning, and 
highly automated driving in urban areas 
are expected to be available by 2025.”vii 

By 2030, ADAS will be present in 50 
percent of cars on the road, and up to 
one-third of vehicles are likely not to 
have a driver at all by 2035.viii 

A wide range of manufacturers are 
promising major ADAS and driverless 
developments in the coming years. In 
October, Cadillac allowed a reporter to 
test its “Super Cruise” feature, which 
takes full control during highway  
driving, on a trip from New York City  
to Washington, D.C.ix Waymo, the self-
driving company owned by Google’s 
parent company Alphabet, announced 
in November that it is taking the  
human “safety drivers” out of its  
self-driving cars.x

Tesla had promised a coast-to-coast 
autopilot demo by the end of 2017. 
General Motors and Lyft are partnering 
to test fleets of electric self-driving 
cars in 2018. By 2020, Renault-Nissan 
promises a highly autonomous vehicle 
capable of navigating complicated city 
traffic. Toyota, Volvo, BMW (with partners 
Intel and Mobileye), Daimler and Ford 
are all eyeing fully autonomous vehicles 
by the early 2020s. Honda and Hyundai 
are reportedly only a few years behind, 
with expectations of realizing Level 4 or 5 
vehicles by 2025 and 2030, respectively.xi  

Available technology does not mean 
adopted or on-the-road technology, 
however, and aggressive predictions 
may not come to fruition without 
significant regulatory action to drive 
adoption. As Santa Clara University 

professors Dorothy Glancy and Robert 
Peterson noted in their 2016 report, 
“A Look at the Legal Environment for 
Driverless Vehicles,” “Electronic Stability 
Control (ESC) has been required on 
all light vehicles since 2011, yet the 
Insurance Institute for Highway Safety 
(IIHS) and Highway Loss Data Institute 
(HLDI) estimate that there will not be 95 
percent penetration of ESC until 2030. 
Since self-driving cars are not mandated 
and will not be available for several 
years, one might expect the penetration 
of self-driving cars to take even longer 
than ESC.”xii

How and when the public expects to 
use driverless vehicles

In our survey of the general public, 1 
in 5 adults in the United States and 
Singapore, and 1 in 4 adults in the United 
Kingdom, self-identify as a current driver 
of a vehicle with automated assistance 
systems such as emergency braking, 
lane departure avoidance, or features 
that make the vehicle capable of self-
driving part of the time. Three-quarters 
of those U.S. drivers (77 percent) and 
two-thirds of those UK and Singapore 
drivers (66 percent and 70 percent, 
respectively) said autonomous features 
had a positive influence on their decision 
to purchase their current vehicle. 

A wide range of 
manufacturers are 
promising major 
ADAS and driverless 
developments in the 
coming years.

AUTONOMOUS TECHNOLOGY AND ADOPTION
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Among the 4 in 5 U.S. adults who don’t currently drive a vehicle with autonomous 
features, 44 percent said they would buy, rent, share or travel in a vehicle with those 
features. Thirty-seven percent of UK drivers and 49 percent of Singapore adults who 
don’t currently drive a vehicle with autonomous features said they think they would 
buy, rent, share or travel in a vehicle with those features.

One-quarter of Singapore adults, 28 percent of U.S. adults and 33 percent of UK adults 
said they would not buy, rent, share or travel in a vehicle with autonomous features. 

Though interest in autonomous features is strong, the public in the U.S. and UK are less 
welcoming than experts when it comes to the wide deployment of driverless vehicles. 
While experts predict that up to one-third of vehicles are likely not to have a driver at 
all by 2035,xiii on average adults in the U.S. think it will be 2039 before driverless cars 
represents more than 20 percent of vehicles on U.S. roads. Adults in the UK believe 
it will be 2040 before driverless cars represent more than 20 percent of vehicles on 
UK roads. Both groups expect it will be 2051 before driverless vehicles represent the 
majority of vehicles on road in their respective countries.



8AIG: THE FUTURE OF MOBILITY AND SHIFTING RISK

Singapore drivers foresee driverless cars being common more quickly than their 
counterparts in the U.S. and UK On average, adults in Singapore expect driverless cars 
to represent 20 percent of cars on the road by 2035, four to five years earlier than drivers 
in the U.S. and UK Singapore drivers anticipate driverless cars representing the majority 
of vehicles on the road by 2046.

The U.S. and UK general publics also tend to disagree with experts on how they will 
utilize driverless vehicles. When asked to envision how they might use a driverless 
vehicle most in the future, 40 percent of U.S. respondents and 42 percent of UK 
respondents said they would expect to own the car, compared to 31 and 33 percent 
who envision using driverless public transit, 15 and 14 percent who expect to use a 
subscription or on-demand service, and 14 and 10 percent who expect to participate in 
a shared-ownership program. 

In Singapore, where overall car ownership is much lower, 36 percent of adults said they 
could foresee using driverless vehicles as part of public transportation, with 24 percent 
expecting to own a driverless car, 23 percent expecting to use a subscription or on-
demand service, and 18 percent expecting to participate in a shared-ownership program. 

Consumers’ expectation that they will largely own the driverless cars in which they 
travel stands in contrast to expert analysis that autonomous fleets are “potentially 
transformative” for manufacturers. One study predicted on-demand ride services could 
grow by eight-fold — to $285 billion — by 2030, and that autonomous fleet management 
“has the potential to be the biggest revenue pool in urban mobility.”xiv

Singapore drivers foresee 
driverless cars being 
common more quickly than 
their counterparts in the 
U.S. and UK 
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Another predicted, “urban consumers 
will use on-demand and car-sharing 
platforms to meet the majority of 
mobility needs. Car stock will shift from 
self-owned vehicles towards mobility 
fleets.”xv Yet another estimated that by 
2030, up to one in ten cars sold will  
be a shared vehicle, and up to  
15 percent of new cars sold could be 
fully autonomous.xvi

Factors driving and delaying adoption

As adoption occurs, these technological 
advancements are expected to bring 
increased safety, fewer accidents, and 
a decline in the cost of automobile 
accidents. Some researchers predict 
vehicle autonomy will create a 
90-percent reduction in accidents by 
2050. While consumers see the potential 
for autonomous features and fully 
driverless vehicles to make roadways 
safer, they are not fully convinced. 

Respondents in the U.S. and UK cited 
the possibility of safer roads as the 
most appealing benefit for cars with 
autonomous features, and the second-
most appealing benefit for driverless 
cars behind easier, less stressful travel. 
Respondents in Singapore cited safer 
roads as the second-most appealing 
benefit for both autonomous vehicles 
and driverless cars. Yet when asked 
about how comfortable they would be 
sharing the road with driverless vehicles, 
respondents were split. 

Forty-two percent of adults in the U.S. 
and UK said they would be comfortable 
sharing the road with driverless 
vehicles, but 41 and 43 percent said 
they’re not comfortable in the U.S. 
and UK, respectively. Singapore adults 
expressed significantly less discomfort 
with sharing the road, at just 29 percent 

uncomfortable, although only 46 
percent said they would be comfortable. 
One in four Singapore respondents 
weren’t sure whether they would be 
comfortable or uncomfortable.

AIG’s survey also revealed areas 
where uncertainty reigns supreme for 
consumers considering the future of 
mobility. The general public is especially 
concerned with safety, a major factor in 
liability. In order to alleviate consumers’ 
concerns and to drive adoption, 
stakeholders across the autonomous 
spectrum will have to address the 
issue head-on. In a separate survey, 68 
percent of Americans said they would 
change their opinion with a proven  
track record of safety.xvii 
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Thirty-nine percent (U.S.), 37 percent (UK) and 32 percent (Singapore) think driverless cars 
will be safer than the average driver. When asked if driverless cars will be safer than the 
respondent’s own driving, just 29 percent, 27 percent and 22 percent respectively say yes.

Respondents in all three countries believe cost will be the biggest factor in delaying or 
preventing the wide availability of driverless vehicles, with 55 percent of U.S. adults, 
50 percent of Singapore adults and 48 percent of UK adults identifying it as one of the 
top three factors. Forty-one, 42 and 40 percent, respectively, identified the security of 
computer systems to be a top-three factor in delaying availability of driverless vehicles.

Forty-one percent of U.S. adults and 43 percent of UK adults cited people’s enjoyment 
of driving as a major factor in delaying adoption, while only 31 percent of Singapore 
adults did. The difference may be a result of a less robust driving culture in Singapore. 
Just 53 percent of respondents in Singapore reported currently owning a car, compared 
to 85 percent in the U.S. and 79 percent in the UK 

Respondents in all three 
countries believe cost will 
be the biggest factor in 
delaying or preventing 
the wide availability of 
driverless vehicles. 
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Security and reliability of driverless cars and data a major fear

Adults in all three nations see security as a significant barrier to adoption. Seventy-eight 
percent of respondents in Singapore, 75 percent of respondents in the U.S. and  
70 percent of respondents in the UK expressed concern about hackers taking control of 
autonomous vehicles, while 73 percent, 67 percent and 64 percent respectively expressed 
concern about the privacy of personal data such as where they travel and when. 

Forty-eight (U.S.) , 47 (Singapore) and 46 percent (UK) of respondents said their biggest 
concern about privacy would be a breach of personal information — such as credit card 
numbers to make gasoline purchases or address books to make phone calls — stored 
in the car. Twenty percent (U.S.) and 22 percent (UK and Singapore) cited the security 
of internet connections with the car as their biggest privacy concern, following by the 
car knowing where they travel (18 percent, 16 percent and 12 percent) and the car 
overhearing private conversations (9 percent, 8 percent and 10 percent).

The general public finds agreement with experts on the challenges related to the 
security and reliability of data transmission within and among autonomous vehicles, 
though the general public tends to overlook one key challenge: whether and how 
vehicles will communicate with one another.

One approach, initially proposed by the U.S. Department of Transportation, would 
require all vehicles to contain the same kind of vehicle-to-vehicle radio communication 
device that would standardize direct communication among vehicles of different makes 
running different software on different parts.

An alternative to this approach is for wireless companies to provide the networks on 
which cars and infrastructure will communicate. Such an approach could make those 
networks liable for the successful transmission of information among devices.

The general public finds 
agreement with experts 
on the challenges 
related to the security 
and reliability of data 
transmission. 
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Without the appropriate 
insurance coverage, parties 
will bear the cost of harm 
caused by cyber attacks. 

Beyond vehicle-to-vehicle and vehicle-
to-infrastructure communications, 
questions loom regarding the 
vulnerability of driverless vehicle 
software systems. Even modern driver-
operated vehicles are susceptible 
to “cracking” by outsiders who have 
demonstrated an ability to take control 
of vehicles through, for example, 
onboard entertainment systems. In one 
highly publicized demonstration, white-
hat hackers took control of a vehicle on 
the road and brought it to a stop. 

Sophisticated malware could take over 
control of a driverless car, or it could 
cause a driverless car to sense that the 
car is located in a place where it isn’t. 
Spoofing can cause a vehicle to see 
things on the road ahead that aren’t 
there. This kind of cyber vulnerability 
presents obvious and immediate safety 
risks to vehicle occupants.

A less immediate but equally real risk 
involves less invasive hacking. Where 
cracking a driverless system would give 
criminals control over the car, hacking 
a system would give them access to 
information stored in its systems, 
including potentially sensitive personally 
identifiable information about owners 
or occupants, such as their location or 
places they have visited.

Without the appropriate insurance 
coverage, parties will bear the cost 
of harm caused by cyber attacks. 
Depending on circumstances, there may 
be a claim against responsible parties 
for intrusion into the system - perhaps 
the software programmer or network 
provider. Of course the perpetrator/
hacker would likely be long-gone and 
out of reach. Some communications 
networks may be subject to the FCC’s 
mobile communications rules, some 
of which limit the carriers’ liability.xviii 
However, the FCC has not yet spoken 
specifically about vehicle-based mobile 
communications.

To the extent that municipalities install 
or operate the communications systems 
that tell a car whether the light is green 
or red, for example, questions remain 
as to whether the municipality may be 
liable if the communications systems 
malfunction. Under current laws most 
municipalities are immune from liability 
unless they’ve waived immunity in  
some way.xix 
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It is not surprising that consumers 
are uneasy about, even afraid of, 
driverless vehicles. Hacking of 
automated systems and mishandling 
of personal information are indeed 
among the important concerns 
reflected in the surveys. Media 
accounts of personal information 
exposure and stories about hacking 
exploits get a lot of press. Most 
late-model vehicles are indeed 
“hackable.” Skilled computer 
engineers have, in fact, taken over 
control of automated vehicles 
from remote locations. In short, 
such concerns appear to be well-
founded. However, some consumer 
uncertainties about ADAS and 
driverless vehicles are not uniquely 
about driverless vehicles. 

Researchers, such as me, who have 
studied human reactions to driverless 
and automated vehicles over a long 
time have also noted what appears 
to be the influence of a psychological 
phenomenon known as neophobia 
— literally, aversion to the new. New 
ways of doing things, especially 
new technologies, seem inherently 
suspicious. (By the way, neophobia 
is not limited to adult human beings. 
The behavior of human infants, as 
well as of primates and other animals, 
seem to indicate innate neophobia.) 
So far, studies have not separated out 
this innate human aversion to the new 
(neophobia) from other reasons, such 
as safety, privacy, or cybersecurity 
concerns, for survey respondents 
in the U.S. and around the world to 
express reluctance about accepting 
driverless vehicles on their roads.

It is likely that human aversive 
reactions to increasingly 
comprehensive automated driver 
assistance or complete elimination of 
the human driver, are at least partially 
driven by neophobia. For example, 
it appears that human reactions 
to driver assistance automation 
(Level 2, where we are now) are less 
intense (as well as less negative) than 
reactions to Level 5 vehicles that will 
have no equipment which a human 
occupant could use to control the 
vehicle. Indeed, the main difference 
between SAE Level 4 and Level 5 
automation is that familiar human 
controls are entirely eliminated from 
the vehicle in Level 5. Level 4 vehicles 
are defined by retaining optional 
controls (such as a steering wheel, 
accelerator and brakes) just in case 
the human occupants need or want 
to take over control of the Level 4 
vehicle that is fully capable of driving 
itself in all circumstances.

Automobile manufacturers are 
acting on the premise that gradual 
“conditioning” of driver-age cohorts 
to ever greater degrees of automation 
will eventually lead to abeyance 
of neophobia and to widespread 
acceptance of driverless vehicles. So 
far this and other surveys seem to 
validate their premise.

An interesting feature of the results 
of the AIG survey is the suggestion 
that there is greater caution about 
advanced technology among 
younger people in the age-cohort 
18-24. Surveys have shown caution 
among younger people in reaction 
to other new technologies. These 
survey results are especially 

By Dorothy Glancy

interesting because caution about 
ADAS and driverless vehicles among 
older age cohorts may simply result 
from unfamiliarity with advanced 
technology in general and artificial 
intelligence in particular. But the 
younger age cohort has grown up 
with a broad range of technology. 
Young people are very familiar with 
both the helpful and dangerous sides 
of advanced technology.

Higher levels of concern related to 
hackers taking control of driverless 
vehicles seem to reflect extensive 
media reports about taking over 
control of vehicles. In contrast, 
there have been almost no media 
reports about vehicles exposing 
personal information. (In September, 
researchers at the Kromtech Security 
Center discovered that SVR Tracking, 
a company that uses GPS to locate 
cars for auto dealerships, had left 
more than a half a million ID records 
exposed on a publicly accessible 
web server. The records contained 
emails and login information, along 
with vehicle identification numbers, 
license plate numbers and data 
associated with the GPS devices 
installed on specific cars, but the 
exposure received little coverage 
outside the tech media.)xx 

Over time, resistance to advanced 
vehicle automation attributable to 
innate neophobia and sensational 
media coverage are likely to abate. 
Increased experience with ADAS 
and driverless technologies should 
increase what the AIG survey 
reveals to be relatively low levels of 
understanding of ADAS and driverless 
vehicle technologies. 

ON PUBLIC PERCEPTIONS OF HACKING AND PRIVACY



14AIG: THE FUTURE OF MOBILITY AND SHIFTING RISK

Still, significant cyber risks will remain 
associated with ADAS and driverless 
cars, including well-founded concerns 
both about hacking and about 
privacy threats. As I have written 
previously,
 
“  Driverless cars on the road are 

likely to raise the importance of 
cybersecurity. Unlike most hacking 
today, malicious cyber interference 
with a driverless automobile could 
result in serious personal injury 
and property damage. At present, 
there is little financial motive to 
hack into cars; but this may change 
with the advent of ransomware and 
more widespread deployment of 
automated and driverless vehicles. 
State-sponsored cyberattacks 
causing mass disruption to critical 
transportation infrastructure, 
as well as potentially mass 
casualties, are also a matter that 
transportation officials rightfully 
take very seriously. For example, 
NHTSA is engaged in research on 
hacking and cybersecurity at its 
Transportation Research Center.

  In addition, a driverless vehicle, or its 
manufacturer, may acquire data of a 
personal nature, such as a person’s 
real-time location or places the 
person has visited over time. The 
potential for potential misuse of such 
personal information suggests that 
there may be an developing market, 
at least at the commercial level, 
for cyber insurance to cover these 
enhanced risks. Existing standard 
Commercial General Liability policies 
do not generally cover cyber risks 
such as harm caused by being hacked 
or by misusing personal information. 
Often coverage depends on whether 
there was ‘property damage’ or 
merely damage to electronic media 
and records. As liability insurers 
begin to add cyber exclusions to 
their policies to avoid coverage, 
wise consumers, as well as wise 
manufacturers and smart service 
providers, are beginning to pay 
attention to insuring against these 
new risks of harm that can result in 
potential liability.”

Still, significant cyber 
risks will remain 
associated with ADAS 
and driverless cars, 
including well-founded 
concerns both about 
hacking and about 
privacy threats.
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The rapid growth of partnerships among established auto manufacturers, traditional 
transportation companies and technology companies demonstrates the increasing 
interconnectedness of the vehicle industry. Development and testing of driverless 
vehicles are happening all around the world, from longtime technology-leading centers 
like Silicon Valley and Singapore, to new entrants like Pittsburgh, Pennsylvania, and 
Gothenburg, Sweden. Here are just a few: 

PARTNERSHIPS AND MOBILITY STRATEGIES
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MOVEMENT OF RISK WITHIN AUTONOMOUS CARS

The vast majority of vehicles on the 
road today are considered Level 0, 
where human drivers are in complete 
control of the vehicle at all times. 
Risk and liability for Level 0 cars is 
relatively straightforward. Regulation 
and decades of case law support the 
assumption that at least one of the 
drivers involved in a collision is at fault, 
unless a manufacturing flaw or bad 
part or defective infrastructure caused 
the crash.xxi 

While many questions remain about 
liability for fully driverless vehicles — 
those that never turn control over to 
a human operator — the biggest and 
most complex questions are around 
what some analysts are calling “the 
chaotic middle.”xxii The chaotic middle 
is the time between now and fully 
driverless functionality, as Level 2 and 
Level 3 vehicles penetrate the market 
and the vehicles and humans share 
control over and responsibility for 
operating the vehicle. 

As automation in vehicles increases 
incrementally, risks and liability for 
damages will evolve and shift from the 
driver and toward one or more of the 
entities involved in producing the cars, 
the car’s parts (such as sensors), or the 
data used by the artificial intelligence 
to make operational decisions. In 
situations where the car rather than the 
human driver is in control, risk begins to 
shift to somewhere within the vehicle’s 
systems, generating complexity for all 
parties including the insurers. Risk will 
also grow for the entities responsible for 
building and maintaining the roads and 
networks on which autonomous vehicles 
operate. The new community of mobility 
innovators includes:

• auto manufacturers

• the companies that develop the 
algorithms and software that 
comprise an autonomous vehicle’s 
artificially intelligent “brain”

• manufacturers of various parts and 
systems (from traditional parts 
such as brakes, belts, and fluid lines 
to new devices such as cameras, 
sensors, and communication tools)

• the entities that develop, maintain, 
and own infrastructure such as 
roadways and traffic lights

• the companies that build and 
maintain communications 
networks autonomous vehicles 
use to communicate with their 
networks and the cars around them

• suppliers of data such as mapping 
information

• and many more

Regulators sense this shift coming. 
In guidance issued in September 
2017, the United States Department 
of Transportation encouraged states 
to “begin to consider how to allocate 
liability among ADS owners, operators, 
passengers, manufacturers, and other 
entities when a crash occurs,” adding, 
“For insurance purposes, determine 
who (owner, operator, passenger, 
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manufacturer, other entity, etc.) must carry motor vehicle insurance” and “begin to 
consider rules and laws allocating tort liability.”xxiii 

The UK government has begun soliciting views on how to develop insurance policies 
that cover product liability as it relates to automated vehicles. According to one study 
the current system, based on compulsory coverage for drivers, will require reshaping as 
the lines between human and artificial intelligence drivers continue to blur.xxiv Leaders 
in Singapore, too, have issued calls to review the insurance landscape and update it for 
“new and emerging” risks related to autonomous vehicles.xxv 

Because human drivers are generally assumed to be responsible for accidents when 
they are operating a vehicle, all U.S. states require vehicle owners either to carry car 
insurance or to be personally financially responsible for damages. England leaves the 
liability on the vehicle “operator” regardless of fault and gives the insurer a subrogation 
claim, meaning the insurer can transfer responsibility to the manufacturer if the injury 
is caused by a defect. But that, too, raises new questions in an ADAS-equipped and 
driverless paradigm: What makes an occupant an “operator”? If a consumer orders a car 
with an app and pushes a “go” button, does that make her the operator?

Public perceptions of shifting risk

Consumers, too, sense the coming shift in liability. The general public expects 
autonomous features and driverless cars to continue presenting risk, and they see 
liability shifting as autonomous features take more control of the vehicle. Respondents 
were presented with several accident scenarios and asked to choose which entities they 
would consider most liable in each.

In cases where the respondent took on the role of the operator of a vehicle with 
autonomous features that struck a pedestrian in a crosswalk, they viewed themselves 
as most liable. In the United States, 54 percent cited “the driver” as most liable, 
compared to 33 percent selecting the manufacturer and 27 percent selecting the 
software programmer. In the UK, 57 cited “the driver” as most liable, compared to 30 
percent selecting the software programmer and 25 percent selecting the manufacturer. 
In Singapore, 44 percent cited “the driver” as most liable, compared to 37 percent citing 
the manufacturer and 37 percent citing the software programmer.

In scenarios involving fully driverless vehicles, consumers do see risk shifting to other 
parties. When U.S. respondents were asked to assume that they were the occupant of 
a driverless vehicle that strikes a child, 50 percent named the manufacturer as most 
liable, followed by 37 percent naming the software programmer, 23 percent naming the 
vehicle occupant and 19 percent naming the vehicle owner who, in the case of driverless 
vehicles, may be another individual or a corporation.

In the same scenario, UK drivers cited the manufacturer and software programmer as 
equally liable, with 40 percent of respondents citing each as the most liable. Twenty-
eight percent named the vehicle occupant and 19 percent named the vehicle owner as 
among the most liable. 
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Singapore drivers also cited the 
manufacturer and software programmer 
equally, with 45 percent and 46 percent 
naming them most liable, respectively. 
Just 16 percent of Singapore adults 
cited the occupant and just 18 percent 
cited the owner of a driverless vehicle as 
among the most liable. 

Software programmers are viewed as 
most liable (61 percent in Singapore, 
56 percent in the U.S. and 50 percent 
in the UK) in cases where driverless 
vehicles crashed as a result of incorrect 
or misleading data, followed by 
manufacturers (40 percent, 42 percent 
and 36 percent), internet connectivity 
providers (26 percent, 26 percent and 
24 percent) and the vehicle owner (18 
percent, 18 percent and 21 percent).

Consumers expect that a variety of 
entities — including internet service 
providers, parts manufacturers, 
road construction companies, and 
local governments responsible for 
infrastructure — will shoulder varying 
degrees of liability for accidents 
involving cars with autonomous 
features and fully driverless cars. 

Fifty-seven percent of U.S. adults, 55 
percent of Singapore adults and 54 
percent of UK adults cited vehicle 
maintenance as holding the greatest 
potential for liability for the owner 
or occupant of a driverless vehicle. 
Forty-four percent (U.S.), 51 percent 
(Singapore) and 40 percent (UK) said 
owners and occupants face the most 
liability with regard to software updates, 
and 44 percent (U.S.), 39 percent 
(Singapore) and 43 percent (UK) said 
owners’ and occupants’ greatest risk 
exposure was related to operation on 
the road.  

As these liabilities shift, the entities that 
take on risk will need to evaluate their 
exposure and take steps to protect 
themselves and their customers from 
financial harm.
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WHO IS LIABLE IN A FULLY DRIVERLESS WORLD?

RISK SHIFTING FROM DRIVER TO A VARIETY OF  
ENTITIES INSIDE AND OUTSIDE THE CAR

Respondents to AIG’s survey identified 
parties including the car manufacturer, 
software programmer, vehicle occupant, 
vehicle owner, parts manufacturer, 
internet service provider, pedestrian and 
road manufacturer as “most liable” in 
crash scenarios involving driverless cars.
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Swedish carmaker Volvo has 
announced it will accept liability 
whenever one of its vehicles is 
operating in autonomous mode.xxvi  
“We are the suppliers of this 
technology and we are liable for 
everything the car is doing in 
autonomous mode,” Volvo Car 
Group President and CEO Håkan 
Samuelsson said in 2015. “If you are 
not ready to make such a statement, 
you shouldn’t try to develop an 
autonomous system.”xxvii 

Mercedes and Google told CBS’s “60 
Minutes” that “if their technology is at 
fault once it becomes commercially 
available, they’ll accept responsibility 
and liability.” xxviii

“Any corporation putting its name on 
something that will be driven without 
a driver is going to [accept liability],” 
said Ron Medford, director of safety 
for Google’s Waymo. “Regulation is 
fine, and we support efforts being 
made to make sure the vehicle is safe. 
But the primary responsibility will be 
with the manufacturer, because it has 
to be.”xxix

Carmakers’ willingness to publicly 
accept liability has been perceived 
as a signal that they are serious 
about driverless vehicles and want 
regulators to take them seriously 

too. “The U.S. risks losing its 
leading position due to the lack of 
federal guidelines for the testing 
and certification of autonomous 
vehicles,” Samuelsson said in his 2015 
remarks. “It would be a shame if the 
U.S. took a similar path to Europe in 
this crucial area.” xxx

However, it remains to be seen how 
these public pledges will play out in 
practice. According to one report, 
Volvo’s pledge, for example, would 
not cover “instances when a car 
operated in autonomous mode could 
not avoid the reckless actions of 
another vehicle.”xxxi A General Motors 
spokesperson told CarAdvice in 
September that “it is too early … to 
say what liability will look like in the 
future.”xxx

The fact is that under current law, 
carmakers may be liable for crashes 
caused by defects. If a carmaker’s 
human safety driver causes a crash, 
they may be liable under vicarious 
liability. Exactly what these public 
statements accepting liability add 
to the equation is unclear, according 
to Peterson.xxxiii Absent a regulatory 
framework and legal precedent, 
numerous questions remain 
regarding who will ultimately be  
held responsible for accidents  
that may have a number of 
contributing factors. 

COMPANY STATEMENTS ON LIABILITY

Some companies are making “bet the firm” decisions today 
on the basis of this shifting liability landscape. Knowing the 
mindset of the leadership at some companies shaping our 
future mobility landscape is an important stop along the way 
to understanding the whole picture. Some automakers are 
taking it upon themselves to address liability head on.

Absent a regulatory 
framework and legal 
precedent, numerous 
questions remain regarding 
who will ultimately be held 
responsible for accidents 
that may have a number  
of contributing factors.
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PUBLIC EXPECTATIONS FOR THE FUTURE OF INSURANCE

Respondents in all three countries 
demonstrated an understanding that 
the risk landscape is changing, and all 
expressed a sense that insurance and 
insurers have a significant role to play in 
the future of mobility.

Though consumer perceptions 
about the overall safety and security 
associated with autonomous vehicle 
operation are mixed, more than a third of 
respondents in the U.S. and the UK, and 
20 percent of respondents in Singapore, 
identified “lower insurance costs” as 
a most-appealing benefit for cars with 
autonomous features and driverless cars.

An overwhelming majority in all three 
nations — 81 percent in the U.S., 80 
percent in Singapore and 76 percent 
in the UK — said owners or riders of 
driverless vehicles in the future should 
have car insurance. Nearly two-thirds 
— 64 percent in the U.S., 69 percent in 
Singapore and 65 percent in the UK — 
said people who use subscription or 
on-demand driverless services should 
have their own auto insurance. 

COMPANY STATEMENTS ON LIABILITY
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Rapid technology developments are creating new and evolving 
challenges in mobility. Risk is not going away. Rather, it is 
changing and shifting — in some cases dramatically. Reducing 
risk and covering losses effectively will require new ways of 
thinking on the parts of all stakeholders. 

All stakeholders in the future of mobility — auto manufacturers, software developers, 
parts manufactures, internet service providers, road construction companies, local 
governments responsible for infrastructure, and others — must recognize that things 
are changing as liability shifts. 

Insurers must recognize the seismic shifts that are already occurring, embrace our 
role as an enabler of innovation, and adapt. The lines between personal risk and 
commercial risk are blurring. Addressing the complex challenges of insuring the 
autonomous vehicle market requires a collaborative, nimble approach. 

Consumers also must have a voice at the table. AIG’s survey demonstrates that the 
public is open to change, but their expectations differ from analyst’s on a number of key 
issues. Rather than writing the differences off as the result of low information, industry 
should address them head-on — educating the public where necessary and adapting 
their own approach where appropriate.

The age of autonomous vehicles is upon us. Driverless cars are no longer the stuff of 
science fiction. They are on the road today, and will continue to grow in influence as 
technology matures and regulatory frameworks take shape. Working together across 
industries and borders will ensure a smooth — and, importantly, safe — transition. 

CONCLUSION
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APPENDIX: MAP INFOGRAPHIC DATA

•  Arizona, U.S.
 –  Phoenix: The car rental company 

Avis is managing a fleet of self-driving 
minivans development by Waymo, 
a self-driving company owned by 
Google’s parent company Alphabet.xxxiv  

 –  Phoenix: Uber is testing self-driving 
Volvo vehicles on the streets of 
Phoenix, having moved the program 
from San Francisco.xxxv 

 –  Scottsdale: General Motors is testing 
self-driving Chevy Bolts in Scottsdale.xxxvi 

• California, U.S.
 –  General Motors is testing 50 self-driving 

Chevy Bolts in San Francisco, with 
plans to add 130 more in the coming 
months.xxxvii 

 –  Uber had been testing self-driving Volvo 
vehicles on the streets of San Francisco 
until the program moved to Phoenix, 
Arizona.xxxviii 

 –  Apple’s self-driving technology is being 
tested in a handful of vehicles in San 
Francisco, and the company recently 
leased a small fleet of Lexus SUVs 
from car-rental company Hertz’s fleet 
management unit, Donlen.xxxix 

 – Uber bought Otto in 2016.xl 

 – Intel bought Itseez in 2016.xli 

•  Massachusetts, U.S.
 –  After successful tests in Singapore, MIT 

spinoff nuTonomy is partnering with 
Lyft test autonomous ride-hailing in 
Boston.xlii 

•  Michigan, U.S.
 –  Ann Arbor: The University of Michigan 

is deploying two driverless shuttles on 
its campus in a partnership with French 
startup Navya.xliii 

 –  Detroit: GM (which acquired Cruise 
Automation and invested $500 million 
in Lyft in 2016) plan to test self-driving 
Chevy Bolt in Detroit and “several 
states” in 2018.xliv 

 –  Detroit: Ford plans to build self-driving 
vehicles in suburban Detroit in late 
2020,xlv and recently announced an 
interoperability partnership with Lyft.xlvi 

 –  GM bought Cruise Automation 
(California) in 2016.xlvii 

 –  Lear Corp bought Arada Systems in 
2015.xlviii 

•  New York, U.S.
 –  Verizon bought Telogis (California) in 

2016.xlix 

 –  Cadillac recently conducted a public 
test of its “Super Cruise” feature, which 
provided autonomous control during 
highway driving from New York City to 
Washington, D.C.l 

•  Nevada, U.S.
 –  French startup Navya operates a self-

driving shuttle on the Las Vegas Strip.li 

•  Pennsylvania, U.S.
 –  Uber is testing self-driving Volvo 

vehicles on the streets of Pittsburgh.lii 

•  Texas, U.S.
 –  Freescale (now NXP) bought CogniVue 

in 2015.liii 

•  China
 –  Tech company Baidu made waves 

in July when its CEO conducted a 
self-driving test on public roads.liv  
The company has open sourced its 
technology for carmakers to use in 
developing autonomous vehicles.lv 

•  Germany
 –  Munich: Volkswagen is using Nvidia’s 

artificial intelligence in development of 
autonomous Audi vehicles and other 
applications focused on the broader 
transportation eco-system.lvi  

 –  Stuttgart: Automaker Daimler and 
auto parts supplier Bosch have teamed 
to develop self-driving taxis for urban 
use,lvii and have opened a self-parking 
garage in Stuttgart for the vehicles.lviii 

•  Singapore
 –  nuTonomy has been testing 

autonomous taxis (with “safety drivers”) 
in Singapore since 2016.lix  (Ackerman, 
E.)

•  South Korea
 –  The South Korean government has 

approved several entities – including 
manufacturers Hyundai and Kia, tech 
company Samsung and academic 
institutions – to test driverless cars on 
South Korean roads.lx 

•  Sweden
 –  Swedish carmaker Volvo has teamed 

with Swedish automotive safety supply 
Autoliv to build autonomous vehicles 
by 2021 using California’s technology 
company Nvidia’s Drive PX in-car AI 
computing platform.lxi 

•  Multinational
 –  Fiat Chrysler (U.S.) has teamed with 

BMW (Germany), Intel-owned ADAS 
company Mobileye (Israel) and auto 
parts manufacturer Delphi (United 
Kingdom) to develop production 
autonomous vehicles by 2021.lxii 

 –  Delphi (United Kingdom) bought 
Ottomatika (Pennsylvania) in 2015.lxiii  

  –  Amarella (California) bought VisLab 
(Italy) in 2015.lxiv 

This text represents the data for the infographic 
on Partnerships and Mobility Strategies
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